
 

 

  

 Being safe online could possibly be the most "catch-all" term in the English 

language. The online world is one of the most incomprehensible places that 

exists today, bringing the world together unlike any other time in human history. 

Over half of the world is found on the internet, touting 3.74 billion users. The 

internet plays an influential role in $2.1 trillion sales in 2016; and there are 

upwards of 5.5 billion Google searches each day. These numbers are 

staggering, however it might not comes as much of a surprise. With this high of 

activity online, it comes with the importance of behavioral awareness and smart 

decision making to ensure maximum safety for the user. While the internet has 

become a norm in today's society, it has created a virtual hunting ground for 

threats throughout the front and back pages online. 

 The threats that can be posed online come in various forms, all unique 

and applicable to their separate vulnerabilities and tactics. While much of those 

"threats" that are discussed in classrooms or at home tend to be in the form of 

people online not being who they say they are. This, while being undeniable, is 

just one example of possible dangers of being online. Further threats like identity 

fraud, phishing, ransomware, and malware are just a few others that should not 

be forgotten. While the importance of being safe online is important, navigating 

the internet worried is not beneficial either. Understanding what threats look like 

and what happens to our psychology when we are online are two of the goals 

this reading looks to explore.  
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Questions to consider: 

• Do we consider the online world and offline world connected? The same? Different?  Coexistent? 
• What do you think is the greatest online threat posed today? 



 

The Threat and Ourselves 

 Whether it be on 

Facebook, Xbox, or a roulette 

chat room, parents and 

teachers have concerns of the 

other person online. Merely 

being online, posting content on 

a social media page, or talking 

to others cannot be considered 

as "risky", however every action 

taken online has the potential of being risky behavior. A narrative that "the other 

people are the threats and we need to avoid them", is largely misleading. In 

today's connected world, the simple understanding of personal decisions and 

critically addressing situations can protect ourselves from becoming involved in 

the risky behavior.  

 In studies done to try and explain online behavior, risks online, and how to 

avoid them, psychologists looked into something called "the disinhibition effect". 

When people begin to engage in activity online, whether it be posting on 

Facebook, searching on Google, or any other mundane online activity, there 

tends to be an altering psychological change that they undergo. This can 

happen in two separate, yet related ways; it can either be positive or negative 

behavior that people would not engage in normally in the real world. 

Positive vs. Negative Disinhibition 

 Many people will be reluctant to admit to acting different online. In some 

cases however, people can change who they are and make positive actions 

online. This includes random acts of kindness or the showing of compassion. 



 

Reasons for this could be as a way to develop themselves or as a way to explore 

different feelings in order to indicate which has the strongest effect on them and 

their emotions. For example, if someone posts something on Facebook about 

taking a risk in their life (quitting a job, recently starting a serious relationship), 

someone may react in a way that shows plentiful support. In person, they might 

not have spoken to them whatsoever. This is contrary to that of the negative 

behavior people suddenly engage in once they are behind a computer screen. 

Something that many people do, sometimes without realization, is that they 

engage in more aggressive, rude activity that comes at a higher risk. Visiting 

hateful websites, talking to people they do not know with little overall concern, 

and embodying a ruder, riskier persona are all examples of this disinhibition.  

 One of the biggest factors in the psychological change people undergo 

online is the feeling of anonymity and invisibility. Suddenly people are behind 

the screen, giving space between interactions. People then don’t worry about 

how the other person thinks or feels in a specific interaction. This is comparable 

to real-world exchanges where people refuse to look someone in the face when 

saying something emotional or personal. The feeling of invisibility opens a door 

psychologically for someone to lastly engage and interact in a way that they 

would not do offline.  

 Bullying is a topic that has garnered a large amount of interest and 

attention in schools in recent years. The exertion of power over another 

individual has proven to lead to many negative outcomes for both actors. 

Cyberbullying, while not being dissimilar to traditional bullying in school, 

introduces the online element to bullying. This goes back to the psychological 

effect of disinhibition. When behind the screen, many people find it easy to 

make toxic decisions online, such as bullying, when there is no face-to-face 

discussion.  



 

Trolling 

A provocative online post that is 
deliberately aimed to upset 
someone or to elicit some sort of 
response from another party.  

 Becoming invisible online is something that many people subconsciously 

slip into. The ability to walk away from the screen at anytime, space out possible 

responses to people you might not know, and feel as though nobody can see 

the activity being done can have a very powerful affect. However, invisibility 

and anonymity are both psychological and neither is ultimately true.  

 Examples of this false anonymity and 

invisibility can be found in an anonymous chat 

website called, 4chan. This website allows for 

people to engage in discussions without 

usernames, removing any "tag" that might be 

hooked to each person. However, on 4chan, 

the anonymity is not as it seems. A common 

practice on 4chan is an activity called "trolling".   Trolling can have serious 

consequences when crossing the very clear line of acceptable and 

unacceptable (or rather yet, legal and illegal). In 2014, one individual in Florida 

was regularly trolling on 4chan, until he mentioned shooting up a school in Ohio. 

He did not intend to ever do this, however the individual explained the 

experience as a "different kind of euphoria having the power to make people 

freak out". This threat was then traced back and the FBI arrested the individual 

and he was sentenced to 4 years in prison. While this example ended with legal 

action, many of the cases of poor online behavior end without any legal action, 

but an undesirable offline meeting or the adoption of views that lead to hateful 

opinions on and offline.  

Conclusion 
 Online disinhibition is something almost everyone experiences. It can be 

either positive or negative, however everyone tends to act different online than 

they do offline. As simple as looking at particular items on Amazon that you 

wouldn't do in the store, telling someone that they are going to do great in 



 

college even though you wouldn't tell them that in person, or being an active 

member of a al-Qaeda sympathizers webpage without openly expressing these 

views in the real-world, are all examples of disinhibition. The understanding of the 

connection between on and offline behavior is also a necessity for many, as 

many decision online can have serious offline repercussions.   

 

Concluding questions and discussions: 

• How might disinhibition online have both benefits and consequences to our real-world selves? 
• In the example above, is the existence of a platform like 4chan to blame, or the individual? 
• If someone reads sensitive material online, such as blogs that support white supremacy, would this be considered 

online disinhibition? 


