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Title: Online Behavior 

Age/Grade: 13-15 (8th & 9th Grade) 

Length: 45-minutes 

 

In this lesson, students will: 

• Be able to identify risky online behavior. 

• Know the difference between a positive and negative behavior online. 

• Be able to define, generally, online disinhibition. 

• Be able to identify a disinhibited behavior online (in oneself and peer). 

• Be able to identify risks and hazards that exist online. 

• Understand the difference between online and offline social environments. 

Overview: 

 Starting more popularly in the mid-1990s, the internet started to impact culture. Ten years 

later, researcher started to look further into how humans interacted with, and on, the internet. In 

2005, researchers introduced the idea of “online disinhibition”, a loosening-up of our decisions and 

behavior. This in-turn can often cause toxic behavior that can lead to risks and threats being posed. 

This lesson is meant to take a look into our behavior online and how the internet affects us and our 

decisions. Through the use of cases, activities, and discussions, students will be challenged to further 

understand their behavior behind a computer screen and why they tend to take more risks and what 

this can mean to their own wellbeing.  

This lesson seeks to address the following questions:  

• What is online disinhibition? 

• How does the internet, or virtual world, impact student’s behavior? 

• What threats can be posed due to disinhibited behavior? 

• What risks exist online and where? 

• What decisions can lead to negative outcomes? 

Materials: 

• Case study handout: Colin’s Story (Page 6-7 is the student copy) (Page 8-9 is teacher copy) 

Checkpoints: 

• Anonymous activity 

• Discussion: Online activity & our comfort 
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• Definitional work: Online Disinhibition 

• Discussion: Online Threats 

• Case Study: Colin Fisch 

• Discussion: Debrief Case Study 

• Anonymous Activity: Show changes 

 

Anonymous Activity 

5-minutes 

Start the lesson by asking the students to put their heads down onto their desks so they do not see 

anything. Explain to them that you are going to read off a series of statements. If they agree with the 

statement, ask them to raise their hand. If they do not agree, ask them to do nothing and keep their 

heads down. When the students raise their hand, record it on the board. Make clear to the students 

that they must take a agree or disagree stance on these statements. The statements are as followed: 

- Social media makes me feel better about myself. 

- Social media allows me to be more confident in my opinions, thoughts, and actions. 

- I am more apt to take a risk online instead of offline. 

- Social media has negative effects on friendships and relationships more than positives ones.  

- I see bullying happen online regularly. 

- I witness hateful material online. 

- Social media is very beneficial to me. 

Discussion: Online Activity & Our Comfort 

5-7 minutes 

It is important for this activity to be followed up on and discussed. Have the students raise their 

heads from their desk and ask them to look at the breakdown of how many students raised their 

hands for each statement. Begin the discussions by asking very generally, “how did you like that 

activity?”. Allow for this to begin the debriefing discussion on how everyone reacted to these 

statements. Ask if there were any questions that were harder to take a stance on than others. It is 

important to highlight some of the most captivating results from the activity, i.e. which had the most 

hands raised, what had the least, and which split the class the most?  

Most importantly, this discussion should lead into online disinhibition. When going over some of 

the statements and the students’ responses, highlight the behavior and comfortability that the online 

verse offers us all. Why is it that bullying is often easier to do online? Why are we taking more risks 

or exhibiting more negative behavior online than we might do offline? Why does our confidence in 

our own thoughts, or confidence in sharing them increased when we are online? These questions all 



Operation250 Lesson Plan Series 

 

will lead to the idea of the online world allowing us to act differently than we would in the offline 

world.  

Definitional Work: Online Disinhibition  

3-5 minutes 

Write the term on the board for the students. Ask them to use the context of the last activity to 

come up with some of the ideas of what this term means. Have the definition ready: 

Online disinhibition: The loosening up, feeling less restrained and being able to express oneself 

more openly due to a feeling of anonymity or invisibility 

Discussion: Online Threats 

7-10 minutes 

Once the students have understood the meaning of online disinhibition, drive a discussion toward 

the specific behaviors we might exhibit because of this effect. Ask the students to list off some of 

the threats that might exist online. These can range from bullying, to identity theft, to extremism, to 

sexism. The threats can come in many different forms and make that clear to the students. As they 

are mentioning off these threats, feel free to write these on the board. Once many of these have 

been written, go through each threat and briefly discuss about how these might be a case of toxic 

online disinhibition. For example, how does the threat of trolling present itself to people: (1) why 

might trolling exist online but not offline? (2) How did we find ourselves in a place on the internet 

that trolling might be a regular occurrence?  

Some of these threats will be easier to uncover or discuss than others, however the most important 

element of this discussion is that online disinhibition can both cause us to be a threat ourselves, but 

also make us susceptible to threatening material and people. Ultimately transitioning into the next 

activity.  

Case Study: Colin Fisch 

10 minutes 

Next, handout the 2-page case study of Colin Fisch to the students. Ask the students to read 

through the case study and make a note for each “point of risk” in the story. Give the students 

about 10-minutes to read through this and digest the case. There are 5-points of risk in the case 

study.  
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Discussion: Debrief Case Study 

5-minutes 

Once the students have completed reading (and try to remain to the 10-minutes the best you can), 

ask the students a series of questions: 

- At what point is Colin at risk? Identify each point.  

- Where should Colin have “drawn the line” of how far his relationship with Archie would go? 

- Who is in the best position to intervene at each point of risk? 

- Would this have happened offline? Why would this have not happened offline versus online? 

- What are the barriers that exist throughout this case? 

Anonymous Activity 

5-minutes 

Have the students put their heads down again and do this activity with a change in the statements. 

Again, record the response on the board.  

- Have any of your answers changed from the beginning? 

- You are more comfortable identifying risks online. 

- You are able to identify if you or a friend are being threated/being threatened. 

- Understand the difference between toxic and benign disinhibition (only if discussed) 

- I understand that online risks don’t always stay online 

Have the students raise their heads and ask if they have any final thoughts on those final statements. 

Has there been a change in the answers or understanding of the problem and how can this translate 

into our lives? This is the final chance for the students to discuss their thoughts and feelings about 

the lesson before moving on to the next step of the workshop. 
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Online Disinhibition & Grooming 

Colin Fisch 

A group of 12-14 year old boys who were school friends, often played online games 
together, such as Battlefield and Call of Duty, in an Xbox Live Party, which allows 
groups of people to speak to each other via headset while playing. 

Along with the 12-14 year olds, there was another member of the group named 
“Archie.” Archie claimed to be in his early twenties and was a self-proclaimed 
‘programming wiz’ who worked for the U.S. government. He met the boys through 
multiplayer gaming and quickly became friends with them. In addition to his work with 
the U.S. government he also said that he had a few companies he wanted to start on 
the side and claimed to be an independently wealthy individual. The boys were very 
fond of Archie and they admired him as he often gave them advice on friends, school, 
and how they could better play the games. With time, Archie became very close to the 
boys, especially one boy in particular named Colin. Colin was 13 years old when he met 
Archie, and looked up to him greatly as he one day also wanted to become a computer 
programmer and start his own company. Colin was a very active, outgoing, and popular 
individual who loved to play soccer and was a leader in his middle school’s junior 
military program.  

Soon, Archie and Colin started to become closer to each other and they spent less time 
gaming with the rest of the group, even though Colin was friends with many of the 
other boys at school. Archie told Colin that he was more advanced than the others and 
could benefit from being taught how to work with computers by Archie. Their 
friendship began to grow, and slowly Colin was only spending time and speaking to 
Archie, as he did not find anyone else to be nearly as interesting as Archie. Archie was 
a professional programmer and even told Colin that he wanted him to be a part of the 
new software company he was starting. Colin eventually stopped spending much time 
with his other friends and family because he was very consumed with the bond he was 
forming with Archie, and he wanted to ensure that he was ready to help him in starting 
this new company.  

Archie told Colin that his parents might not be happy he was spending so much time 
with someone other than them, so he sent him a new phone to use so his parents 
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would not find out about their friendship on his normal phone. Colin used this new 
temporary phone as his primary way of contacting Archie, and was not worried about 
the relationship because he had known Archie for so long (almost a year at this point). 
Eventually, Archie told Colin that they had to meet in person so they could start 
working together on the project (new company). Archie gave Colin a story to tell his 
parents about where he was going, ‘to a friend’s house to eat pizza and play video 
games,’ he said. Archie sent a taxi to retrieve Colin and bring him to his apartment a 
couple of towns away.  

When Colin arrived at Archie’ apartment, Archie was around the age he claimed, 19, 
but the rest of the meeting did not go at all how he described it would earlier. In the 
end, Archie tied Colin up and brutally murdered him, he was not at all the individual he 
claimed to be. The police later discovered through their investigation that this was 
Archie’ intention from the beginning when he met the boys through the online gaming 
group.  

Discussion Points/ Questions 

1. Where are the moments of risk throughout this case? 

2. Was this incident preventable? If so, who could have prevented it? 

3. When should Colin have stopped his relationship with Archie? Was it ever 
alright for Colin to interact with Archie?  

4. Who was in the best position to help or intervene in this situation to change the 
outcome? 
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Online Disinhibition & Grooming 

Colin Fisch 

A group of 12-14 year old boys who were school friends, often played online games 
together, such as Battlefield and Call of Duty, in an Xbox Live Party, which allows 
groups of people to speak to each other via headset while playing. 

Along with the 12-14 year olds, there was another member of the group named 
“Archie.” Archie claimed to be in his early twenties and was a self-proclaimed 
‘programming wiz’ who worked for the U.S. government. He met the boys through 
multiplayer gaming and quickly became friends with them. In addition to his work with 
the U.S. government he also said that he had a few companies he wanted to start on 
the side and claimed to be an independently wealthy individual. The boys were very 
fond of Archie and they admired him as he often gave them advice on friends, school, 
and how they could better play the games. With time, Archie became very close to the 
boys, especially one boy in particular named Colin. Colin was 13 years old when he met 
Archie, and looked up to him greatly as he one day also wanted to become a computer 
programmer and start his own company. Colin was a very active, outgoing, and popular 
individual who loved to play soccer and was a leader in his middle school’s junior 
military program.  

Soon, Archie and Colin started to become closer to each other and they spent less time 
gaming with the rest of the group, even though Colin was friends with many of the 
other boys at school. Archie told Colin that he was more advanced than the others and 
could benefit from being taught how to work with computers by Archie. Their 
friendship began to grow, and slowly Colin was only spending time and speaking to 
Archie, as he did not find anyone else to be nearly as interesting as Archie. Archie was 
a professional programmer and even told Colin that he wanted him to be a part of the 
new software company he was starting. Colin eventually stopped spending much time 
with his other friends and family because he was very consumed with the bond he was 
forming with Archie, and he wanted to ensure that he was ready to help him in starting 
this new company.  

Archie told Colin that his parents might not be happy he was spending so much time 
with someone other than them, so he sent him a new phone to use so his parents 
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would not find out about their friendship on his normal phone. Colin used this new 
temporary phone as his primary way of contacting Archie, and was not worried about 
the relationship because he had known Archie for so long (almost a year at this point). 
Eventually, Archie told Colin that they had to meet in person so they could start 
working together on the project (new company). Archie gave Colin a story to tell his 
parents about where he was going, ‘to a friend’s house to eat pizza and play video 
games,’ he said. Archie sent a taxi to retrieve Colin and bring him to his apartment a 
couple of towns away.  

When Colin arrived at Archie’ apartment, Archie was around the age he claimed, 19, 
but the rest of the meeting did not go at all how he described it would earlier. In the 
end, Archie tied Colin up and brutally murdered him, he was not at all the individual he 
claimed to be. The police later discovered through their investigation that this was 
Archie’ intention from the beginning when he met the boys through the online gaming 
group.  

Discussion Points/ Questions 

1. Where are the moments of risk throughout this case? 

2. Was this incident preventable? If so, who could have prevented it? 

3. When should Colin have stopped his relationship with Archie? Was it ever 
alright for Colin to interact with Archie?  

4. Who was in the best position to help or intervene in this situation to change the 
outcome? 
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