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Executive summary 
More than ever before, there is a threat to merely being online. Not only are children finding 

themselves online at an unprecedented rate, but online safety education―while vital―is often 
insufficient. Parents, teachers, school administrators, and the students themselves prove to have 
varying views of online safety education, the rules that outline appropriate online behavior, and the 
potential consequences for not following online safety guidelines.  

Operation250, is an internationally recognized, award winning, and free educational program 
that educates students, parents, and educators about continually more prevalent issues for our 
digitizing society: terrorism, radicalization, hate, and online safety.  

Operation250's model of education for online safety and terrorism is grounded deeply in 
research and designed specifically for classrooms. The educational materials and the organization‟s 
educational method can be implemented in two primary ways: 

 By the Operation250 team, present with their expertise, and working alongside the 
classroom‟s educator so they implement these same materials independently in the 
future 

 Or, if a school does not have access to the Operation250 team, they may use this guide, 
and other educational materials provided by the organization, to properly deliver the 
Operation250 program 

The program has been developed primarily by the Operation250 team with the guidance and 
assistance of researchers, academics, child psychologists, and primary and secondary school 
educators. The team believes that this guidance has allowed them to develop materials and a model 
that are not only adaptable, but of the utmost relevance to the individuals who necessitate them the 
most.  

 

Learn more about Operation250, what is offered, and how to connect here: 

www.Operation250.org 

Twitter: @Operation_250 

Facebook: @Operation250 

Email: operation250team@gmail.com 

  

file:///C:\Users\Nicolette\Downloads\www.Operation250.org
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Educator’s Report 
 Operation250 is built on a model that is grounded in research and the experience the team has 
working with children, parents, and educators. The online and in-class educational program comes 
entirely free of charge and is intended to be a sustainable solution to the increasing concerns that 
surround children‟s behavior online in today‟s rapidly digitizing world. 

This report seeks to accomplish a few important goals; it will explain the base of what Op250 is 
built on, statistics, research, and their experiences; it will explain Op250's education method, the offline 
intervention model that the Op250 education is composed of; and lastly it will address the "how to" 
implementation for the materials and activities that Operation250 provides.  

Operation250 in Brief 
 In 2011 and 2016, the White House released a report asking for community partners to 
become stakeholders in countering violent extremism (CVE). CVE refers to a holistic preventative 
approach to countering terrorism, which seeks to prevent individuals from engaging in or materially 
supporting ideologically motivated violence (White House, 2015).  Such efforts seek to take prevention 
“up-river”, focusing resources on preventing the root causes for involvement in terrorism rather than 
efforts to identify, arrest, and convict those who have already begun to engage in terrorist actions. 

 In today‟s modern environment, often being defined by social media activity and online 
behavior, the importance of understanding online safety is becoming a more critical concern for 
parents and teachers of children of all ages. In fact, "being online" is more of a concern to parents than 
traditional threats that have historically been of concern, such as drinking and drug use (Telstra, 2017). 
Of equal concern is the fact that school administrators and teachers, key stakeholders in this problem, 
often do not agree on the adequacy of their online safety education methods. 
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 It has recently become more evident that extremist and hateful material being posted on the 
internet is being absorbed by, and negatively effecting, young individuals. For example, Lisa Borch (15 
years old) beheaded her mother after becoming “obsessed” with beheading videos posted by the 
Islamic State. Reports suggest she would watch the videos for hours online almost nightly. The flow of 
these videos at the disposal for anyone can prove to have deadly ends, such as this case. Additionally, 
a growing number of young individuals have either joined (or attempted to join) the Islamic State; 
whose online media specifically uses hateful and "othering" narratives in an attempt to recruit (Awan, 
2017).  
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Operation250 Education Method: Online Safety & Terrorism 
Operation250 has engaged with school administrators, teachers, parents, students, and 

psychologists to develop a plan for classroom intervention that both educates about the topics on 
hand, and incites student engagement―specifically enhancing problem solving and critical thinking 
towards real world issues. This method (Figure 1) is consistent with each classroom implementation 
that Op250 has engaged in. Previously, the team has traveled to classrooms to run workshops for 
students on an array of topics within their expertise, including: terrorism, radicalization, online 
grooming, hate, online behavior, and online safety. The workshops are designed to be interactive and 
student driven. Questions from the students guide the conversations, and are supplemented with small 
group activities that ask students to think critically about how the problems in question affect 
themselves, and society, on a micro and macro level.  

Actual Op250 interventions are in no way limited to the parameters outlined in the liner model. 
Rather, this is meant to be a guide for the implementer to ensure the most effective and lasting impact 
on the student. Below are the two Op250 methods, one for online safety, and the other for terrorism/ 
hate: 

Online Safety 

1. Establish a positive relation: The beginning of our implementation starts with the 
establishment of a positive relationship. Meaning, the beginning questions are intended to have 
students thinking about what they do online, and what they should be doing online. At this 
early stage, it is critical to establish a tone than encourages honest sharing and whole-class 
involvement.  
 

2. Establish a negative relation: The previous discussion is then pivoted to a similar, but new 
discussion on the internet and the use of it in a negative way. The objective is to ensure 
students understand the difference between positive and negative behaviors. Sometimes 
disagreements occur regarding what makes something inherently „negative.‟ These 
disagreements can be great starting points to explore the general qualities of negative 
behavior. 
 

3. Integration of shared qualities between positive and negative: With the guidance and context 
provided by the team/ educator (through stories, and short anecdotes), the objective of this step 
is to solidify the distinction between positive and negative behaviors. It has been found that this 
can be best accomplished by showing how seemingly harmless behaviors on social media apps 
can lead to undesirable and even dangerous outcomes. The most important outcome of this 
step is that students understand negative things occur in the very same places where they may 
choose to have positive behaviors, and if not careful they can intersect.  
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4. Potential negative outcomes: When engaging in negative behavior online, the consequences 
are often misunderstood. Some negative outcomes can be minor, such as getting in trouble 
with parents, (a popular answer); however some outcomes can be far more macabre than the 
students may fully appreciate. At this juncture, it is critical that the implementer construct a 
clear causal link between negative behaviors and negative outcomes. Often, students will offer 
forth personal examples or discuss things they heard on the news. Capitalize on the examples 
they provide, but also insert your own to ensure clarity, and a clear path to the next step. 
 

5. Identify root causes of negative outcomes:  It has been found that students have more 
effective learning outcomes if their new knowledge is operationalized to „investigate‟ and 
„explore‟ these concepts through a case study activity (around 10 minutes). Some of our case 
studies, including „Kevin‟s Story,‟ can be found on our platform under Educator‟s Resources.  

The final steps can be interchanged: 

 Positive and negative outcomes are a choice: The goal is to remind, and solidify the idea in the 
students‟ mind that negative behaviors have negative outcomes, even on the internet. We 
repeat key points of discussion that occurred in that specific lecture, but we ensure to add the 
"alternative positive outcome," which is that having positive behaviors online can equally show 
positive outcomes.  
 

 Audience develops a means to prevent negative outcomes: Students work together (this is 
best done in groups no larger than 15) to develop "something" that addresses the problems 
that they have critically discussed throughout the day. The activity can be between one hour, 
and two hours depending on the age of the group. The students should begin by (1.) Choosing 
a more specific problem related to the topic, (2.) Identifying their target audience, and (3.) 
Developing and presenting their solution.  

Each classroom that engages with the Op250 program can take different routes to the same 
"destination," or learning outcomes. Some classrooms are able to grasp topics easier than others, while 
some are attracted to subtopics that might interest the class as a whole. 

 

 

 

 

 

 

 

Figure 1: Operation250 Education Method: Online Safety 
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Terrorism: 

 As mentioned throughout this document, Op250 has an array of workshops available 
surrounding the topics of terrorism, radicalization, and hate. These concepts, while gaining much news 
media attention, are rarely discussed in the critical, informative, and factual way necessary for 
individuals to work effectively with the rest of society to address these issues. Additionally, terrorism 
has dominated the U.S. security landscape for almost two decades, yet many questions have been left 
unanswered. These unanswered questions are what fuel the Op250 classroom discussions. 

 Engaging in conversations on topics that have generally been deemed taboo by our society is 
critically important to working constructively to solve these issues. It is the intention of the Op250 
team, that their lectures and workshops for students be used as a means to teach critical thinking 
skills, and how one may effectively approach social issues on both a micro and macro level.  

 At the micro level, individuals in the class will be able to identify how behavior on the individual 
level can act as either an "inhibitor" or "feed" to the larger social issue. The goal of the workshop is to 
address some of the issues that have faced the students, along with larger issues that face society; 
such as the way society addresses terrorist attacks, how to identify attacks correctly, and the ways 
that we address certain populations and demographics after attacks.  

 This model is better described as a pyramid (Figure 2), each level building on the last. The 
team's experience of engaging in these discussions has solidified the model: 

 

 

 

 

 

 

 

 

 

1. Personal knowledge: Discussions of terrorism and hate should almost always start with 
understanding what the audience knows. Simple questions and discussion points can incite 
conversation about what and to what extent is known by the class. Definitional arguments are 
valuable, showing that for both terrorism and hate, everyone interprets it in a different way.  
 

Defining the Undefinable 
There is no agreed upon definition of terrorism which, at times, 

makes it more challenging to teach. But in sum, many view 
terrorism to be: an act of violence or the threat of violence to 

promote a political or religious goal, often seeking to incite fear 
beyond the immediate target. 
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2. Contextual application: Case studies, examples, and historical events should be used to 
increase the baseline understanding. What we, as Americans, consider to be hate or terrorism 
proves not to be the same for other countries and other areas of the world. Context also can be 
used to better the understanding of terrorism and hate definitions.   
 

3. Meaning and Significance: Understanding the desired goals and outcomes of terrorists‟ and 
their actions are important to understand. Many misconceptions often exist around a terrorists‟ 
motivation, sometimes being overly simplified to "they're crazy". But in fact, most terrorists are 
rational actors, and it is important to explore the "why" behind this with students.  
 

4. Challenging the Narrative: Up to this point, the narrative is almost entirely controlled by the 
likes of the media. This step is the opportunity to critically redesign a narrative around these 
topics. Teaching about the why and who of terrorism and hate allows for an increased 
understanding of our world today. Narratives such as "because they hate us" have greatly 
ignored the true meaning behind historical and modern terrorism. 
 

5. Reconstructing the Narrative: The final step in completing these lectures/discussions is to 
reconstruct a narrative of understanding. They should understand the impact of terrorism and 
hate on a personal and societal level.  
 

 

 

 

 

 

 

 

 

 

 

 

 

 Figure 2: Terrorism/ Hate Operation250 Education Method 
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Taking Online Operation250, Offline 
 Operation250 is primarily designed to be implemented in the classroom with the assistance of 
the classroom‟s educator, but in the case that a school district cannot immediately work with the team, 
Op250 has designed an extensive online educational platform with resources tailored to all of their 
audiences. Two unique offerings by Operation250 for educators are its Table Talks and Op250 
Readings. 

 Our Table Talk series is a growing collection of "discussion starters". Each Table Talk is 
designed to start a conversation around the topics that our society has deemed unmentionable. Our 
tiered system is meant to bring educators and their students through different questions and topics 
related to terrorism in a logical way. These interactive two page print-outs include open-ended 
discussion questions, activities, parables, and true or false questions that are intended to insight 
thinking and conversations around terrorism that has been left undone for most. 

 The Op250 Readings are intended for teachers to use with their students to fill the previous 
void of digestible terrorism reading material for middle and high school aged students. In the early 
stages of Op250's existence, teachers from our "Partners of Op250" (a network of educators, 
terrorism experts, child psychologists, and school administrators) asked that we begin a program of 
readings that could replace the material they use with their students today.  

Conclusion 
 From the greater Boston Area, Op250 grew out of the shockwaves of the 2013 Boston 
Marathon Bombings; a time of uncertainty and doubt that left many students with questions that 
parents and teachers were not equipped to answer. Violent and non-violent extremism is a concept 
which is perplexing and often mystified, leaving many unfit to address the problem properly.  

 Many CVE programs focus on countering the ideological nature of an extremist organization, or 
the potential consequences of being involved with such a group, and they often ostracize their target 
audience, minimizing the impact that they can have. Op250 takes a different approach, focusing on the 
need for up-stream education with a view to changing the type of risky online behavior that can lead 
people to encountering violent extremist material, or individuals. They believe, along with many 
experts, that by empowering children to thinking critically, and equipping them with the right tools, 
they can avoid potentially malevolent online material before it becomes an issue. 

 Reach out to Operation250 today to learn more about the group, our mission, and ways for 
your school to become connected with us. 

Visit us at www.operation250.org 

http://www.operation250.org/

