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TABLE TALKS   TERRORISM ONLINE
“Computers have enabled people to make more mistakes faster than almost any invention in history, with the 

possible exception of tequila and hand guns” 
Mitch Ratcliffe. 

WHAT IS TERRORISM “ONLINE”
•  Often we talk about how terrorists can use the Internet as a “weapon”. Terms such as “computer 

terrorism,” “cyberterror” and “cyberjihad” have all been used to refer to activities that involve the 
destruction or sabotage of corporate assets achieved through hacking into computer systems.

•  But more realistically this is not the main problem we are talking about when we talk about terror-
ism online. Extremist organizations currently use information technology, specifically the Internet, 
as a platform to recruit, deliver threats, release instructional materials to facilitate the actions of 
others, and plan and coordinate violent extremist attacks. For example, the Internet is playing a 
central role in facilitating the process through which western individuals join foreign insurgencies 
(such as the Islamic State of Iraq and the Levant, ISIL) by facilitating contact and planning between 
would-be-recruits and recruiters.

HOW MUCH EXTREMIST MEDIA IS AVAILABLE ONLINE?
•  The past decade has seen an exponential increase in websites, blogs and message boards advocat-

ing violent extremism, specifically jihadist material (Brachman, 2006). 

 •  A video depicting the beheading of Nick Berg by Islamic extremists in Iraq was downloaded 
over 15 million times, with sites hosting the video receiving over 60,000 hits per hour. 

 •  Between September and December 2014, 46,000 Twitter accounts were linked to ISIL sup-
porters. Linked to this, technologically savvy extremist groups also use technological tricks 
to increase the perceived number of supporters in their networks. 

THE ISSUES OF BEING ‘ONLINE’
•  I want you to think about your behavior online. Does it reflect the kinds of things you do offline? 

More importantly, do you look at websites that, perhaps, you would not openly talk about offline? 
This is something we consistently see; when people are online they change their behavior. 

• Online Anonymity is the process through which the Internet changes our behavior. When we are 
online, we are not recognizable, and more often than not, we do not feel accountable for our actions. 
This lifts the barriers present in the social world and often can result in anti-social behavior (think 
about online bullying or harassment for example),

• Disinhibition can be “benign” meaning that it results in pro-social behavior. Or, and more worrying, 
it can become “toxic” meaning that we become more antisocial because of the anonymity the Inter-
net affords us.
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ANONYMITY AND THE INTERNET IN THE REAL WORLD
•  In May 2013 Fusilier Lee Rigby was killed in the street by two terrorist offenders; Michael Adebowale 

and Michael Adebolajo. Both offenders had been risk assessed and both were viewed as “low risk.” 

•  After the attack, MI5 launched an investigation aimed at discerning whether the agencies acted ap-
propriately in dealing with these individuals, given what was known at the time as well as material 
that came to light in the ensuing investigation. 

•  During the investigation they found two important pieces of information that could have changed 
the outcomes of this situation. The first was several references made by the offender about wanting 
to “become a martyr.” However because of the way people behave online, this was viewed as “not 
unusual” and a “fairly standard example of rhetoric.” 

•  The second piece of information could have potentially been decisive; It was an exchange between 
Adebowale and an individual overseas called “FOXTROT” that was not seen until after the attack. 
The exchange was:

•  This information was not seen before the attack because it was “owned” by a third party (a social 
media company) who does not have to share content with people involved in Counter Terrorism.

TABLE TALK TAKEAWAY
Terrorists are incredibly (thankfully) rare. But because of the Internet the amount of peo-
ple who can come into contact with extremist material is exponentially increased. What 
this means is that when we are looking at people who could “potentially” become involved 
in terrorism, the number of “false positives” (i.e., people who are never going to be a ter-
rorist) is greatly increased. This makes it much harder for people to Police them. 

HIDING IN PLAIN SIGHT?
“A substantial online exchange between Adebowale and FOXTROT in December 2012, in 
which Adebowale expressed his desire to murder a soldier – in the most graphic and emo-
tive manner – because of UK military action in Iraq and Afghanistan. Adebowale had not, 
at that point (five months before the attack), developed a definite plan as to how he might 
carry out such an attack. FOXTROT encouraged him and suggested several potential attack 
methodologies, ranging from a martyrdom operation to use of a knife. Adebowale believed 
that security arrangements that guarded soldiers’ places of work might make it difficult to 
carry out an attack, and that alternative, less secure locations should be considered” 

?


